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Abstract—With the rise of e-commerce, sealed-bid auctions
are widely used in various online scenarios. In auctions, bidders’
bids and participants’ identities are considered critical private
information. However, existing works either only achieve bid
privacy or fail to provide complete protection of identity. In
this work, we propose the first sealed-bid auction scheme that
achieves both bid privacy and identity privacy, called Boreas. We
propose three fundamental protocols as the building blocks. In
particular, anonymous submission enables sellers to submit items
anonymously, oblivious bidding and locker transaction enable the
seller and the winner to confirm the auction results and complete
the transaction without knowing each other’s identity. Mean-
while, we formally define the security goal of identity privacy and
formalize a new security property called: fully anonymous. We
prove the security of our scheme in the semi-honest adversary
model. We implement Boreas and run experiments comparing
its performance against existing schemes. Our experiments show
that Boreas improves computation time by 12.6% and reduces
communication costs by 10° X in handling a large-scale auction,
while offering stronger security guarantee.

Index Terms—Sealed-bid auction, Tor, ring signature, private
information retrieval, oblivious bidding.

I. INTRODUCTION

UCTION has been a method of trading items or services
since ancient Babylon [1]. A widely used type of auction
is the sealed-bid auction. In this type, all bidders independently
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Fig. 1. Modern online sealed-bid auction process. There are three roles
involved in the process: the sellers who own items, the bidders who provide
bids, and the auction platform that determines the winner. Real-time bidding
is the core phase of an auction, where sellers want to know the highest bid
and bidders want to know whether they win.

submit their secret bid in a sealed envelope so that no
bidder knows the bid of any other bidder. Once all bids are
submitted, the auctioneer opens their envelopes and chooses
the highest bidder as the winner. Because of its simplicity
and efficiency, sealed-bid auctions are widely used in online
scenario, such as advertising [2], [3], blockchain [4], [5], and
cloud computing [6].

Fig. 1 depicts the modern online sealed-bid auction process,
which typically consists of three phases: registration, bidding,
and transaction. During the registration phase, sellers register
on the auction platform and submit their auction items. During
the bidding phase, each bidder submits a bid for the item. The
auctioneer determines the winner and announces the auction
results including the winner’s identity and the sale price, which
may be either the highest bid or the second-highest bid (usually
called Vickrey auction) [7]. This phase takes place in real-
time, with both sellers and bidders expecting to confirm the
auction results promptly. During the transaction phase, the
seller and the winner complete the exchange of the item and
payment based on the results. However, all participants face
the risk of sensitive information disclosure in this process.
For instance, an honest-but-curious auctioneer may attempt
to infer bidders’ purchase desire from their bids and identity
(81, [9].

To protect the bid privacy in real-time bidding phase, some
privacy-preserving auction schemes [10], [11], [12], [13], [14],
[15], [16], [17], [18], [19], [20] use cryptographic primitives
to compute the auction result, such as secret sharing, fully
homomorphic encryption, and etc. Other works [4], [21], [22],
[23] introduce a trusted third party other than the auctioneer
to determine the result with its help. However, these schemes
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fail to address identity privacy. The seller of the item and the
winner of the auction are transparent to all participants. The
identity leakage becomes a privacy issue in applications where
the identity of participant is regarded as key information,
such as medical auctions and online advertising [24], [25].
To achieve the identity privacy of bidders, recent works [26],
[27], [28] utilized the ring signature on the blockchain to hide
bidder’s interest. Their schemes only protect the identities of
the losing bidders. Chang and Chang [29], [30] proposed an
enhanced anonymous auction with freewheeling bids. In their
scheme, the anonymity of bidders relies on a certification
authority. In MaskAuct [31] researchers proposed a bidder
anonymity auction scheme that supports a blocklist mecha-
nism. These schemes do not hide the relationship between
the seller and the item. To achieve the identity privacy of
sellers, the sealed-bid auction schemes [32], [33], [34], [35],
[36] without an auctioneer allows the seller to locally verify
the auction results. However, these schemes require bidders
to perform extensive computation, and the winner’s identity
still be leaked. Zhong et al. [2], [3] introduced the oblivious
bidding protocol that allows sellers to privately obtain bidders’
secret bids. The bidders and sellers do not know each other’s
identities, but the auctioneer in the middle knows the identities
of both parties. In addition, the above works only considers the
bidding phase, and does not consider the identity protection
of the submission and transaction in the complete process. In
general, existing works either only focus on the bid privacy
or fail to provide complete protection of identity. There is no
formal definition for identity privacy in auction scheme. This
lack hampers the development of robust anonymous sealed-
bid auction scheme and makes it difficult to design systems
that fully protect identity under security proofs.

It is a non-trivial task to achieve identity privacy in complete
online sealed-bid auction process. On one hand, both sellers
and bidders need to submit their items and bids anonymously.
On the other hand, the seller and the winner need to complete
the exchange of items and money while hiding their identities.
In this work, we propose three fundamental protocols as the
building blocks to construct the first sealed-bid auction scheme
that achieves both bid and identity privacy, called Boreas. We
formalize a new security property in the auction framework,
called fully anonymous, which ensures that the identities of
all sellers and bidders remain private throughout the auction
process. Informally, only the seller knows who owns the item,
and only the winner knows who wins the item.

Contributions: In summary, we make the following contri-
butions in this work:

e We propose a sealed-bid auction framework that considers
privacy of both bid and identity. We formalize a new
security property for identity privacy called: fully anony-
mous, and we present a sealed-bid auction scheme Boreas,
which achieves both fully anonymous and bid privacy.

e We propose three fundamental protocols, anonymous sub-
mission, oblivious bidding, and locker transaction to build
our fully anonymous sealed-bid auction scheme. Each
protocol achieves the protection of identity privacy in one
phase.
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e We formally prove the security of Boreas in the semi-
honest adversary model using the hybrid argument
technique. Our experiments show that compared to state-
of-the-art schemes, Boreas reduces computation time by
12.6% and communication cost by 103 x, while also
providing stronger security.

Technical Overview: We propose three fundamental pro-
tocols as the building blocks in Boreas. Importantly, these
protocols have broader applications beyond auction systems,
with potential applications in a wide range of privacy-
preserving systems. Our key technical contributions are
detailed as follows:

e Anonymous submission. Combining onion routing and
ring signature enables sellers and bidders to anonymously
submit messages to the auctioneer, hiding their identities.

e Oblivious bidding. Using pseudorandom permutation
implements a bidding protocol that allows bidders to
determine their winning items without knowing the
owner, and allows sellers to confirm the sale price without
knowing the identity of the winner.

o Locker transaction. Utilizing private information
retrieval implements anonymous exchange between mul-
tiple pairs of users, allowing the seller and the winner to
trade item and money without revealing their identities.

II. PROBLEM STATEMENT

We introduce the system model, threat model, and design
goals of our sealed-bid auction framework. In the design goals,
we formalize a new security property called fully anonymous.

A. System Model

Our sealed-bid auction framework consists of three roles:
N sellers {S}ierny, M bidders {B|};c(a), and an auctioneer that
is constituted by two non-colluding auction servers A; and
A,. For simplicity, we assume that each seller has one item ¢
which includes the item detail cstr and the item key csk. All
string cstr have the same bit length. Each bidder has a wallet
key wsk for payment. As shown in Fig. 1, the framework
consists of three phases: registration, bidding, and transaction.
The notations in our auction scheme are shown in Table I.

Definition 1 (Sealed-bid auction): A sealed-bid auction
scheme [lsgy consists of three PPT protocols defined as
follows.

e Registration. This protocol is executed by the seller
and the auctioneer. The seller inputs the item detail cstr
and the auctioneer inputs nothing. The auctioneer outputs
the item detail cstr and the seller outputs nothing.

e Bidding. This protocol is executed by the seller, all
bidders, and the auctioneer. Each bidder inputs a bid,
while the seller and the auctioneer input nothing. The
seller and the winner output the auction result, and the
auctioneer outputs nothing.

e Transaction. This protocol is executed by the seller
and the winner. The seller inputs the item key csk and
the winner inputs the wallet key wsk. The seller outputs
the wallet key wsk and the winner outputs the item key
csk.
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TABLE I
NOTATIONS
Notation Description
S, B, Ag, A1 Denote seller, bidder and two auction servers.
Apk, Ask Auction server’s public and private keys.

rvk, rsk, mpk, msk
V,P
Spk, Ssk

Seller’s keys used in the anonymous submission.

Verification key list and public key list.

Seller’s public and private keys.

¢ = (cstr, csk)
Bpk, Bsk, wsk
DB.,, DB, DB,,

Item contains item detail and seller’s item key.

Bidder’s public key, private key, and wallet key.

The database used to store item details, the ciphertexts
of item keys and wallet keys respectively.

cadd; i, wadd; i The two indexes of bidder B to item ¢}, indicate the
location of item key csk in DB, and the location of

wallet key wsk in DB,,.

ncaddj i, nwadd; i The new indexes corresponding to the original index

cadd; ) and wadd; ) in the compressed database.

The bid of bidder B for item cy.

bk

b Bid vector for item cj, contains all bidder’s bid.

B. Threat Model and Design Goals

We assume that our auction framework is in the semi-honest
adversary model that all participants execute the auction pro-
tocol faithfully while they attempt to infer private information
about bids and participants’ identities. Unlike existing auction
schemes [2], [3], [4], [35] that only focus on privacy protection
in the real-time bidding phase, our design goal is to achieve
both bid privacy and identity privacy during the whole process.

Informally, bid privacy consists of two aspects: (1) only the
losing bidder knows his/her losing bid; (2) only the seller and
the winner know the highest bid. We give the formal definition
of bid privacy in the sealed-bid auction framework below.

Definition 2 (Bid Privacy): A sealed-bid auction framework
satisfies bid privacy, if for all 1 € N, all M, N = poly(4d) and
every PPT adversary A it holds that .4 has at most negligible
advantage in the following experiment.

Expgp(A):

1) A samples two bid vectors by, b; uniformly at random

from ZM, subject to the role-specific conditions:

e If A acts as a seller, we need |bgle = [Di]oo.
o If A acts as a bidder S ;, we need bo[j] = b [/j].
e Otherwise, by and b; have no additional constraints.

2) The experiment chooses a random bit ¢ € {0, 1}. Given
an item c, the seller, bidders, and auctioneer execute the
protocol Bidding where the j-th bidder uses bid b,[].

3) A outputs a guess t'. If ' = ¢, the experiment outputs 1,
otherwise it outputs O.

The advantage of A is Advgp(A) = |Pr{Expgp(A) = 1]-1I.

Informally, identity privacy includes two aspects: (1) sellers

don’t know who wins the item; (2) bidders don’t know who is
the owner of the item. Notably, the losing bidder’s privacy is
implicit in bid privacy. To better analyze the identity privacy
of sellers and bidders, we formalize a new security definition
in the sealed-bid auction called fully anonymous.

Definition 3 (Fully Anonymous): A sealed-bid auction

framework satisfies fully anonymous, if for all 4 € N, all
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M,N = poly(1) and every PPT adversary A it holds that A
has at most negligible advantage in the following experiment.

Expea(A):

1) For all i = 1,...,N, the seller S; executes the proto-
col Registration with the auctioneer. Provides item
details (cstry,...,cstry) to A.

2) A chooses an item detail cstr;. Sellers, bidders, and the
auctioneer execute the protocol Bidding for this item.
We assume that the bidder w; is the winner. This step
can be repeated multiple times.

3) For the auctioned items, sellers and winners execute the
protocol Transaction.

4) A outputs a guess (cstry, by, by). If by = k or by = wy,
the experiment outputs 1, otherwise it outputs 0.

The advantage of A depends on its role:

o Seller: Advea(A) = [PrEXpea(A) = 1] - G

e Bidder: Advra(A) = [Pr[Expga(A) = 1] — my_—m

o Others: AdVea(A) = [PrlExpea(A) = 1] — A

The fully anonymous can be viewed as the identity privacy
of sellers and bidders. If we only consider the seller’s identity
or bidder’s identity, we can define the following experiments,
which are the same as Expga(A) except for the output:

e Expg (A). Outputs (cstry, b;) at step 4. The advantage of

A is Advgi(A) = [Pr[Expg(A) = 1] - 4.
o Expg(A). Outputs (cstr, by) at step 4. The advantage of
A is Advg(A) = [Pr[Expg(A) = 1] - 1.

Remark. In our defined experiments, we divide the adversary
A into three categories: sellers, bidders, and others. The pur-
pose of this classification distinguishes the initial advantages
of A by its category. For instance, we assume that A acts
as the seller S; in Expga(A). The seller’s initial advantage is
that he/she knows the owner of his/her item. Therefore, A can
always output a correct guess (cstr;, i, L) in the experiment,
and its advantage is not negligible. We need to remove this
advantage when A plays the role of the seller. Notably, we
classify the auction server as others because it does not have
any initial advantage.

III. PRELIMINARIES

We describe the cryptographic primitives used in Boreas.

A. Ring Signature

Ring signatures [37], [38] allow a signer to sign messages
while hiding his/her identity within a group of users, called a
ring. Unlike group signatures, there is no tracing authority to
de-anonymize signatures in ring signatures.

Definition 4 (Ring Signature): A ring signature scheme I1xs
consists of a triple of PPT algorithms defined as follows.

e KeyGen(1') — (VK,SK). a randomized algorithm that
takes in a security parameter A, and outputs a pair of
verification and signing keys (VK, SK).

e Sign(SK,m,R) — 2. a randomized algorithm that takes
in a signing key SK, a message m and a list of verification
keys R = (VKj,..., VKy), and outputs a signature 2.

e Verify(R,m,2) — 0/1. a deterministic algorithm that
takes in a ring R = (VKy,...,VK,), a message m and
a signature 2, and outputs either 0 or 1.
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® Generate an onion-shaped packet

o1 = Enc(pk1,02)

o9 = I'E'.l’l(.‘(pkfz7 0’3)

o1 o2 0’3

o3 = Enc(pks, m)

® Send packet via onion routers

e [es]
(pk1,sk1)  (pk2,sk2)  (pks,sks)

Fig. 2. An example of onion routing.

A ring signature scheme [lgs should satisfy the following
properties:

Correctness. A ring signature scheme RS satisfies correct-
ness, if for all 4 € N, all £ = poly(1), all i € [£] and all
messages

m that if for (VK;,SK;) < RS.KeyGen(1%) and X «
RS.Sign(SK;, m, R), where R = (VK4,..., VK;), such that

Pr[RS.Verify(R,m,2) = 1] > 1 — negl(1)

Anonymity. A ring signature scheme RS satisfies
anonymity if for all A € N and all PPT adversary 4, such
that

IPt[(R, m, ig, i) « A0 p L0, 1);
2" « RS.Sign(SK,,,m,R): A(X™)=b] - %lsnegl(ﬂ)

where VK;, VK;, € R and KeyGen(-) is an oracle that returns
a key pair (VK, SK) « RS.KeyGen(1%) at each query.

Unforgeability. A ring signature scheme RS satisfies
unforgeability, if for all 1 € N and all PPT adversary A, such
that

Pr[(R,m, 2) (_AKeyGen(»),Sign(-),Corrupt(-) .
RS.Verify(R, m, %) = 1] < negl(1)

where KeyGen(-) is an oracle that generates (VK;,SK;) «
RS.KeyGen(11) and returns VK;; Sign(i, m, R) is an oracle that
returns 2 «— RS.Sign(SK;, m, R) if (VK;, SK;) was output by
KeyGen(-) and L otherwise; Corrupt(i) is an oracle that returns
SK; if (VK;,SK;) was output by KeyGen(-) and L otherwise.
A is restricted to output a triple (R, m,2) such that: (1) No
query of the form (%, R,m) has been made to Sign(-,-,-); (2)
R only contains public keys VK; produced by KeyGen(-) and
for which i was never queried to Corrupt(:).

B. The Onion Routing (Tor)

Onion routing [39], [40] is a privacy-preserving technique
for network communications that hides the sender’s identity.
In a network, the sender is called the source node and the
receiver is called the destination node.

The onion routing workflow is shown in Fig. 2. Assume that
the source node v, wants to send a message to the destination
node v;. v, first encrypts the message m using the public keys
of onion routers (ry, r», and r3) to generate an onion-shaped
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packet and then sends it to ;. Only r; can decrypt the first
layer using the private key corresponding to pk; and identify
the next onion router r,. Similarly, », and r3 can decrypt the
corresponding layer. Finally, the last onion router r3 sends the
message to v,. In this way, each node only knows the previous
and next hop of the message. The complete sending path and
the sender’s identity are hidden.

C. Private Information Retrieval

Private information retrieval (PIR) [41] is a fundamental
privacy-preserving cryptographic primitive that allows the
client to retrieve a data object from a database server without
revealing the index of the obtained object to the server.

Definition 5 (Private Information Retrieval): A private
information retrieval scheme //pzy is a tuple of PPT algorithms
defined over a database DB of n data objects as follows, where
DBJk] denotes the k-th data object of the database.

e Setup(1t) — pp. a randomized algorithm that takes in a
security parameter A, and outputs public parameters pp,
which is implicitly provided as input in all algorithms.

e Query(i) — g;. a randomized algorithm that takes in an
index i € [n], and outputs a query g;.

e Response(g;,DB) — r;,. a randomized algorithm that
takes in a query ¢; and a database DB, and outputs a
response 7;.

e Recover(r;) — d;. a deterministic algorithm that takes in
a response r;, and outputs a answer d;.

A private information retrieval scheme I/prr should satisfy the
following properties:

Correctness. A private information retrieval scheme /7prg
satisfies correctness, if for all 1 € N, all database DB, all
database size n € poly(4), and all index i € [n], such that

pp < PIR. Setup (1%)

d; = DB[i] : g; < PIR .Query(i)
r; « PIR.Response (g;, DB)
d; < PIR .Recover (r;)

Pr > 1 —negl(1)

Privacy. For all 1 € N, all database size n € poly(1), and
all index i € [n], define the distribution

. « PIR . Setup (1%
PG) = q,-:pp' p()
qi; < PIR . Query(i)

A private information retrieval scheme Ilpry satisfies privacy
if for all PPT adversaries A, such that
max {Pr[A(P(®i)) = 1] — Pr[A(P())) = 1]} < negl(1)

i,j€[n]

IV. PROTOCOLS

We propose three fundamental protocols as the building
blocks of our sealed-bid auction scheme. Each protocol can
achieve the protection of identity privacy in one phase.

A. Anonymous Submission

During the registration phase, sellers register on the auction
server and provide their item details. Unfortunately, the direct
transmission of item details at the network layer will disclose
the seller’s identity. One possible method is onion routing, but
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it does not achieve identity authentication, allowing any sender
to transmit messages without verification. Therefore, we need
to explore a method to anonymously submit item details while
ensuring that the submissions come from registered sellers. We
propose an anonymous submission scheme that allows verified
senders to submit messages anonymously. Our idea is that the
sender needs to attach the corresponding ring signature when
sending a message. Only messages from verified senders can
pass the verification process. We give a construction below.

Construction 1: The anonymous submission scheme
Y,s make use of a public encryption scheme Ilpgg =
(KeyGen,Enc,Dec) and a ring signature scheme [Ilgs =
(KeyGen, Sign, Verify). The scheme involves N senders and
one receiver and consists of the following algorithms. We
assume that the sender has an identity id and make them
implicit input to all algorithms.

e (rvk,rsk,mpk,msk) <« KeyGen(1%). Given the secu-
rity parameter A, a pair of public and private keys
(mpk, msk) « PKE.KeyGen(1%), and a pair of verification
and signing keys (rvk,rsk) « RS.KeyGen(1%). Return
(rvk, rsk, mpk, msk).

e (V',P’) « Auth(rvk, mpk, V,P). Given a verification key
and a public key (rvk, mpk), and a verification keys list
V and a public keys list P, return (V’',P’) where V' =
V U {rvk} and P’ = P U {mpk}.

e M <« EncPack(m,rsk,V,P). Given a message m €

M,, a signing key rsk, a verification keys list
V = {rvky,...,rvky}, and a public keys list P =
{mpk,,...,mpky}. Do the following steps.

1) Generate a ring signature o « RS.Sign(rsk,m, V);
2) Choose [ random identities IS = {id,...,id;} and
corresponding public keys P* = {mpkg,, ..., mpk },
where 0 </ < N and P’ C P. Set M = ((m,0), L);
3) Check if the set IS is empty.

e If IS # 0: Choose a random identity id, B
and encrypt ct « PKE.Enc(M, mpk;y ). Update
IS « IS\ {id,} and M = (ct,id,). Repeat this
step;

e Else: Return package result M.

e (m,0) « Routing(M,{mski,,..., MsKig}). This pro-
tocol is executed between [ + 1 senders and one
receiver. Given a package result M and [ private keys
{mskKig,, ..., mskig,}. Set k = 1. Parse M = (ct,id;) and
send ct; to the sender id;. Senders do the following
steps recursively until the receiver receives message and
signature.

1) Decrypt ciphertext Myex < PKE.Dec(cty, mskig,);
2) Let k =k+ 1 and parse Mpex = (Cly, idg);
3) Checks if the id, is a valid identity.

e Ifid; # L: Send ct; to the sender idy;

e Else: Send cty = (m, o) to the receiver.

e 0/1 « Verify(V,m,o). Given a message m, a sig-
nature o and a verification keys list V, return 0/1 «
RS.Verify(V,m,o).

Properties. The anonymous submission scheme ¥s pro-

vides the following properties.
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e Correctness. If all senders on the routing path execute the
protocol faithfully, the receiver will receive a message and
a corresponding signature that can verify it.

e Anonymity. For any submitted message, no participant
other than the message sender knows who submits it.

e Unforgeability. The unauthenticated sender’s message
will not pass verification.

Remark. In ¥P,s, we actually hide the identity of the sender
among a group of senders. The receiver always knows that
the verifiable message must come from a set of authorized
senders. Furthermore, when the set size is 1, the receiver can
explicitly identify the sender. This is an inherent problem of
onion routing and is not within the scope of our scheme.

B. Oblivious Bidding

Bidding constitutes the central part of the sealed-bid auction
framework. During this phase, sellers and bidders confirm the
highest bid for their items and determine the winners with the
assistance of the auctioneer. Oblivious bidding enables bidders
to hide their identity when submitting bids. The seller and the
winner can confirm the auction result without knowing each
other’s identity. In recent work, Zhong et al. [3] propose the
first oblivious bidding scheme based on private information
retrieval. However, their scheme still compromises identity
privacy because the protocol will reveal the winner’s identity.
Meanwhile, they do not give a formal definition of oblivious
bidding. We formally give the definition below and provide
the concrete construction in Section V-B.

Definition 6 (Oblivious Bidding): An oblivious bidding
sche-me Yy consists of the following protocols between N
sellers, M bidders, and an auctioneer.

e b « Submit({b;}jem). a protocol executed between M
bidders and the auctioneer. The input to each bidder is
a bid b;, j € [M] and the auctioneer does not have any
input. At the end of this protocol, each bidder outputs
nothing and the auctioneer outputs a bidding vector b.

e ¢t « Pri-Compute(b). a deterministic algorithm that
takes in a bidding vector b, and outputs the ciphertext
ct.

e AR « Confirm(cr). a protocol executed between N
sellers, M bidders and the auctioneer. The input for all
participants is ct. At the end of this protocol, the seller
(item’s owner) and the winning bidder output the auction
result AR, and other participants output nothing.

Properties. The oblivious bidding scheme ¥op provides the
following properties.

o Correctness. If bidders, sellers, and the auctioneer execute
the protocol faithfully, sellers can determine the highest
bid for their items, and bidders know which items they
win.

e Privacy. (1) only the losing bidder knows his/her losing
bid. (2) only the seller and the winner know the highest
bid.

e Anonymous. For any item: (1) only the holder (i.e. the
seller) knows who owns it. (2) only the winner knows
who wins.
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C. Locker Transaction

During the transaction phase, the seller transfers the item
key to the winning bidder and receives the wallet key in return.
This task can be abstracted as a system with n users (including
sellers and bidders) and a central server. There are k user pairs
in the system (where k < (5)) that aim to securely exchange
specific data (item keys and wallet keys).

We propose the locker transaction, an anonymous message
exchange protocol enabling secure and private communication
among multiple user pairs within a group setting. We assume
that any pair of users who want to exchange messages has a
common reference string in advance. We give the definition
below and provide the concrete construction in Section V-C.

Definition 7 (Locker Transaction): A locker transaction
scheme Yir consists of the following algorithms between n
users and one server. There are k user pairs who want to
exchange messages, where k < (g)

e 7 « Submit(m,crs). a randomized algorithm that takes

in a message m € M and a string crs, and outputs a result
r.

o DB « Lock({r;}ie[24]). a deterministic algorithm that takes

in a group of results r;, and outputs a database DB.

e m « Retrieval(DB,crs). a protocol executed between

a user and the server. The input to the server is a database
DB and the user is a common reference string crs. At the
end of this protocol, the server outputs nothing and the
user outputs a message .

Properties. The locker transaction scheme Y. r provide the

following properties:

e Correctness. If any two users and the server execute the
protocol faithfully, both users will successfully get each
other’s messages.

e Privacy. The sender’s result r hides the message m from
the server and non-intended receivers.

e Anonymous. For any pair of users exchanging messages,
it remains unknown to any third party that communication
has occurred between them. Additionally, the two users
involved in the exchange are unaware of each other’s
identity.

V. BOREAS: A FULLY ANONYMOUS AUCTION SCHEME

We introduce a fully anonymous sealed-bid auction scheme,
named Boreas. The scheme consists of three phases: reg-
istration, bidding, and transaction, and involves N sellers
denoted by S;, i € [N], M bidders denoted by B;, j € [M],
and two non-colluding auction servers Ay and A;. We show
Boreas’s architecture in Figure 3 and protocol flowchart in
Figure 4.

A. The Registration Phase

In the registration phase, the seller interacts with two auction
servers to submit a message anonymously. The seller’s input
is a message m, including item detail cstr and public key Spk.
The output of the auction servers is a database DBy,, which is
publicly accessible and contains N sellers’ message. Briefly,
the seller first generates keys required for ¥,s, and the servers
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add keys to the key lists. It ensures that the messages sent by
this seller can be verified on the servers. Then, the seller sends
a message with the corresponding signature to the servers via a
group of sellers. The servers finally publish the message after
verifying it. We use our anonymous submission scheme Ys
and the public encryption scheme Ilpgg. The servers initially
possess an empty database DB,.

Initialization: Public parameters generation.

1) Ao generates keys (Apk,, Asky) < PKE.KeyGen(14);

2) A generates keys (Apk;, Ask;) « PKE.KeyGen(1%).

Step 1: Seller registration. For each seller S;, i € [N]:

1) Generates keys (rvk;, rsk;, mpk;, msk;) —
AS.KeyGen(1') in Wag, then sends the verification
key and public key (rvk;, mpk;) to two auction servers;

2) The auction servers add keys (rvk;, mpk;) to verification
and public key list V and P, and assign an identity idg,
to the seller.

Step 2: Item submission. For each seller S;, i € [N]:

1) Generates keys (Spk;, Ssk;) < PKE.KeyGen(1%);

2) Packages a message m; = (cstr;, Spk;);

3) Encrypts and packages the message m; into the result
M; «— AS.EncPack(m;,rsk;, V,P);

4) Submits M; to the auction servers via routing protocol
together with other / sellers (m;, 0;) < AS.Routing(M;,

{mskKg, , ..., mskig,});
5) The auction servers receive(m;,0;). Verify the
signature0/1 < AS.Verify(m;,0;). If the result

is 1, insert the messagem;into the databaseDB,.

B. The Bidding Phase

During the bidding phase, bidders interact with two auction
servers to bid on items. We take the bidding for item ¢ as
an example and assume that B; is the winner. The input for
each bidder consists of the bid b, the public key Bpk and two
indexes cadd, wadd (indicating where the item key and wallet
key are placed during the transaction phase). Only the seller
and the winner output the string crs; = SpkkIIBpkjllcadd ikl
wadd | |hbidithat contains the highest bidhbidy. Briefly, each
bidder first hashes the input to get a position, and then encrypts
the input with the public keys of auction servers. Each server
only decrypts the layer encrypted by its own public key, and
uses pseudorandom permutation to obfuscate the order of
the results. The servers finally place the bid at the position
specified by the bidder in the bid vectors. Through the MPC
protocol, the servers obtain the position of the highest bid
and encrypts the result with the seller’s public key. This
ensures that only the seller can recover the highest bid, and
the bidder can determine whether he/she is the winner from
the position. We use a collision-resistance hash function//zand
two pseudorandom permutationssm, 7.

Step 1: Bid submission. For a bidderB;, j € [M]:

1) Generates keys (Bpk;, Bsk;) « PKE.KeyGen(1%) and
two additive shares Bpk(j)» and Bpk} such that Bpk; =
Bpk{ + Bpk;;

2) Sets bid bj; € Z, and chooses two indexes caddy,
wadd ;. Generates two additive shares b?,k and b},k such
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3) Chooses a random element r & Z, and computes the
— Hash(r||b k||b Ibadd k||bad k)

shares and
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obtains mYy = (pos;,Bpk),bY,,badd},) and

(pos,,Bpk],bjk,baddlk)

4) Encrypts the message m';, i € {0, 1} by using the public
keys Apk; and Apk,_; of the auction servers in sequence.
That is, cf’ ;{ % « PKE.Enc(PKE. Enc(mo - APKp), Apk)),
and ctA"A‘ « PKE.Enc(PKE. Enc(m} . Apk ), Apky);

5) Sends ctA"A‘ to Ag and ct?}f\“ to Aj.

For the auction server A;,i € {0, 1}, upon receiving ciphertexts
(et} jepan) from all bidders:

1) Generates a empty bidding vector b}, of length A - M;

2) Decrypts ct ~ « PKE. Dec(ctA" ", Ask;), j € [M]. Sets
cty_; = {ct'lL\‘k’,.. ctﬁ‘l‘k’} and sends m;(ct;_;) to the
auction server A_;;

3) Upon receiving mj_;(ct;) from the auction server A;_;,
decrypts mi « PKE. Dec(ctA)c,Ask) j € [M];

4) Parses m’. Lk and sets bi[pos;] = (Bpk:, ]k,badd’ -

At the end of this step, Ap has bid vector share bk and A,
has bid vector share b;. The values at the same position in
two bid vector shares are two additive shares of one bidder’s
bid for item c,. Each server performs a permutation n; before
sending ciphertexts to another server. The permutation disrupts
the order of bidders’ ciphertexts. Position pos; ensures that bid
is placed correctly. For any bid in the bid vectors, the servers
cannot learn which bidder submitted it.

Step 2: Private compute.

1) Ap and A; run a MPC protocol in which the input is two
bid vector shares b, b; and the output is pos, which is
the position of the highest value in the vector shares;

2) Ao outputs het? « PKE.Enc(b{[posn], Spk);

3) A outputs hctk «— PKE. Enc(bk[posh] Spky);

4) Sets the auction result ARy = (hetl|lhct], posn).

Step 3: Confirm. All sellers and bidders download the
auction result AR; = (hctgllhct,i, posyp). We assume that bidder
Bj is the winner. For a bidder Bj, j € [M]:

1) If pos;

For the seller S, (the owner of item c¢y):

1) Decrypts (hbido,badd?’k,Bpk?) — PKE.Dec(hctg,Sskk)
and (hbidy, badd}, Bpk}) « PKE.Dec(hct, Ssky);

2) Recovers the highest bid hbid; « hbid® + hbid', t
indexes caddi|lwadd;x = badd;j « baddo + badd o
and winner’s public key Bpk; « Bpk) + Bpkl

= posp, bidder B; is the winner of item cy.

Remark. This phase is the concrete construction of oblivious
bidding and each step corresponds to a protocol in definition 6.
Specifically, step 1 corresponds to the protocol OB.Submit,
the step 2 corresponds to the algorithm OB.Pri-Compute, and
the step 3 corresponds to the protocol OB.Confirm.

C. The Transaction Phase

In the transaction phase, the seller and the winner exchange
item key and wallet key through the auction server. The seller’s
input is the item key csk, and the winner’s input is the wallet
key wsk. The seller outputs wsk, while the winner outputs csk.
Briefly, the seller and the winner lock their keys in the server’s
databases and then retrieve the target keys from the databases
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privately via the PIR protocol. The result of the bidding phase
indicates where the keys are stored in the databases.

For an item ¢;, we assume that bidder B; is the winner.
In this phase, we take the exchange of item key csk; and
wallet key wsk; as an example. Seller S, and bidder B; possess
the string crsy = Spky|IBpk |lcadd; illwadd;|lhbidi, where the
first parameter can be directly obtained from DB, and the
remaining parameters can be recovered from the auction result
AR;. We use a public encryption scheme [Tpgz and a private
information retrieval I1pg.

Step 1: Lock transaction. For the seller S:

1) Encrypts item key ckct; < PKE.Enc(csky, Bpk;);

2) Packages ciphertext ckct; and index cadd; for item key

into a message smy = (ckcty, cadd,;);

3) Encrypts and sends sct; < PKE.Enc(sny, ApK,) to Ao.

For the bidder B; (repeat  times, where « is a predetermined
value):

1) Encrypts wallet key wkct; < PKE.Enc(wsk;, Spk;);

2) Packages ciphertext wkct; and index wadd,; for wallet

key into a message bm; = (wkct;, wadd,);

3) Encrypts and sends bct; < PKE.Enc(bm;, Apkj) to Ag.

We assumes that each seller only holds one item. Therefore,
each seller only sends one ciphertext. However, a bidder may
win more than one item and need to send multiple ciphertexts.
To hide the number of items won by bidders, we predetermine
the number of ciphertexts submitted by each bidder. In addition
to the ciphertext of their wallet key, each bidder also generates
a certain amount of dummy ciphertext. For the auction server
Ay, upon receiving ciphertexts from all sellers and bidders:

1) Decrypts smy; <« PKE.Dec(scty, Asky). Parses smiy

(ckety, cadd ;) and appends ckct, at DBc[cadd.];

2) Decrypts bm; < PKE.Dec(bct;, Asky). Parses bm;

(wkctj,wadd ;) and appends wkct; at DBy[wadd ;]

The auction servers compress two databases by deleting all
entries that do not store ciphertext and use a mapping table to
record the index relationship between the compressed database
and the original database. After compression, the size of DB is
approximately N, and the size of DB, is approximately « - M.
We use ncadd;; and nwadd;; to represent the new indexes
corresponding to cadd; and waddy.

Step 2: Private retrieve. For the seller S;:

1) Executes the PIR protocol with the auction server A for

index nwadd;; in database DBy, to obtain wkct;;

2) Decrypts the wallet key wsk; « PKE.Dec(wkct;, Ssky).

For the bidder B;:

1) Executes the PIR protocol with the auction server A for

index ncadd; in database DB to obtain ckcty;

2) Decrypts the item key csk; < PKE.Dec(ckcty, Bsk;).

Similar to step 1, each bidder needs to perform the PIR pro-
tocol « times on database DB to hide the number of winning
items. Since the PIR protocol requires large computational and
communication overhead. If there are fewer sellers, bidder may
consider downloading the entire database DB, directly.

Remark. This phase constructs the locker transaction
scheme, with each step corresponding to a protocol in defini-
tion 7. In step 1, the operation performed by a bidder or seller
is algorithm LT.Submit, and the operation performed by the
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auction server is algorithm LT.Lock. The step 2 corresponds
to the protocol LT.Retrieval.

VI. ANALYSIS OF THE BOREAS SCHEME

We present security proofs to demonstrate correctness, bid
privacy, and fully anonymous aspects of Boreas.

A. Correctness

We say each protocol in sealed-bid auction framework
satisfies correctness if the following conditions hold with an
overwhelming probability.

1) Registration: at the end of this protocol, the auction
servers output all item details.

2) Bidding: at the end of this protocol, the seller and the
winner output the auction result.

3) Transaction: at the end of this protocol, the seller outputs
the wallet key and the winner outputs the item key.

We say that the sealed-bid auction scheme satisfies correct-
ness iff all protocols simultaneously satisfy correctness.

Lemma 1: In Boreas, the registration protocol satisfies
correctness if the public encryption scheme I7pge and the ring
signature Ilzs satisfies correctness.

Proof: The seller submits the result M to the servers,
which is the ciphertext of message m = (cstr,Spk) with
the signature o encrypted sequentially using a set of keys
{mpk,,...,mpk;}. According to the correctness of [Tpgz and
IIgs, the servers obtain (m, o) and verify the signature 1 «
RS.Verify(m, o, V). Finally, the servers output the item detail
cstr and the public key Spk. In summary, we complete
this proof. The proof also implies the correctness of ¥,s in
construction 1.

Lemma 2: In Boreas, the bidding protocol satisfies correct-
ness if the public encryption scheme I/pgg satisfies correctness.

Proof: Given an item ¢, each bidder B; submits two shares
ct?* " PKE.Enc(PKE.Enc(m’, Apk;). Apk_).i € {0,1} to
the corresponding server. The server A;,i € {0, 1} decrypts
m’J < PKE.Dec(PKE. ]_)ec(ct?‘*’A”, Ask;_;), Ask;). Since m’J con-
tains the bid share b’j, each server can recover a bid vector
share b or b} from bidders’ ciphertexts.

The servers then execute the MPC protocol, where the input
is two bid vector shares b’ and b!, and the output is posy.
The servers output the auction result AR, = (hct'||hct}, posn),
where hct! < PKE.Enc(b![posh], Spk,),i € {0, 1}.

All sellers and bidders can download the result AR, but only
the seller S; can recover the highest bid hbid; = b?[posh] +
b![posn], where bi[posn] < PKE.Dec(hct!, Ssk,),i € {0, 1}. If
pos; = posy, the bidder B; knows he/she is the winner. In
summary, we complete this proof. O

Lemma 3: In Boreas, the transaction protocol satisfies cor-
rectness if the public encryption scheme I/pgg and the private
information retrieval I/p1g satisfies correctness.

Proof: Assume that the seller S; and the winner B;
exchange the item key ck; and the wallet key wk;.
They both have crs; = Bpk;lISpk,llcadd;llwadd,|lhbid;

when the bidding phase is finished. The seller S;
sends  sct; — PKE.Enc((ckct;, cadd;;),  Apky)toAo,
whereckct; — PKE. Enc(ck;, Bpk j). According  to
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the correctness ofIlpxgand/Ipr,Apdecryptssct; —
PKE.Dec(ckct;, Askp)and  setsDB¢[cadd;;] = cket;.
The winnerB jgetsckct;fromDBthrough the PIR
protocol  with an  overwhelming probability and

decryptsck; « PKE.Dec(ckct;, Bsk;). The proof for the
sellerS,;getswk;is the same. In summary, we complete this
proof. This proof also implies the correctness proof of % rin
construction V-C. m]
Theorem 1: Boreas satisfies correctness.
Proof: According to the Fact 2, Lemma 1, Lemma 2 and
Lemma 3. We complete this proof. m

B. Bid Privacy

Bid privacy in the sealed-bid auction framework is equiv-
alent to bid privacy in the bidding phase if the wallet key is
private to both the bidder and the seller.

Proof: The registration phase does not include the submis-
sion of bids. In the transaction phase, the wallet key’s leakage
will reveal the highest bid (because the adversary can use the
wallet key to get money). In summary, we complete this proof.

Lemma 4: The locker transaction scheme ¥t in Construc-
tion V-C satisfies privacy if the public encryption scheme I7pxg
satisfies semantic security.

Proof: In construction V-C, the winner sends the ciphertext
of the wallet key to the server. According to the semantic
security of ITpgg, no adversary can infer useful information
from the ciphertext. In summary, we complete this proof. O

Theorem 2: Boreas satisfies bid privacy.

Proof: We assume that the PPT adversary A acts as the
seller. A samples two bid vectors by and b; uniformly at
random from Z¥ subject to |bgle = [bi]e. The experiment
chooses a random bit ¢ € {0, 1}. The experiment is executed as
follows.

(1) Each bidder B; splits the bid b,[j] into two pieces b?[ 7l
and b,1 [/1, encrypts them and sends ciphertexts ct?[ j] and
ct![j] to the servers. Each server decrypts all ciphertexts
and obtains a bid vector share b or b!.

In the public channel, the adversary A
has 2M ciphertexts {ctf [/Vic0.1},jeran),  Where
cti[jl « PKE.Enc(bi[jl,Apk;). According to the

semantic security of Ilpxg, we have

. 1
Pr ALY, {1 Nico) jeran) = 1] < 5 +negllh (D

Intuitively, this step ensures that even if the adversary
A controls one auction server, the probability that A4
correctly infers bit ¢ is no better than random guessing
(i.e. 1/2).

(2) The servers run a MPC protocol and output index pos.
Encrypt hctf — PKE.Enc(b;[pos],Ssk), i € {0,1} and
output the auction result AR = (hct?||hct!, pos).

We use the MPC protocol in a black-box manner, where
the adversary knows nothing about the inputs. According
to the semantic security of //pxg, we have

PrlA(1Y, het?, het!) = 1] < % + negl(1) (2)
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Intuitively, this step ensures that even if the adversary
A knows the auction result AR, the probability that A
correctly infers bit ¢ is no better than random guessing
(ie. 1/2).

(3) The seller who owns the item and the winner can

determine the highest bid locally. The adversary A gets
the highest bid [by|c.
Since the maximum values in the two bid vectors are
equal, the adversary 4 cannot determine which bid
vector was chosen in the experiment based on the highest
bid [byle.

(4) The adversary A outputs a guess t'.

The probability that the adversary A wins the experiment is

the maximum of equations 1 and 2 and it has at most negligible
advantage in this experiment.

1
Advgp(A) = |Pr[Expgp(A) = 1] - E' < negl(1)

This means that .4 does not know which bid vector was chosen
in the experiment, and therefore cannot obtain bidders’ bids.

The same proof holds when the adversary A plays the role
of the bidder or other entity. The difference is that the two bid
vectors require different constraints when A plays a different
role. We combine all situations and complete this proof. 0O

C. Fully Anonymous

To understand the proof of fully anonymous in Boreas, we
begin with the identity privacy of sellers and bidders, and then
demonstrate their combined security.

Lemma 5: Boreas satisfies the identity privacy of sellers.

Proof: In the registration protocol, each seller S; submits
item details cstr; and public key Spk; to the servers using
anonymous submission scheme ¥,s. The identity of the sub-
mitted seller is hidden in a group of sellers. The servers
receive a signature indicating that the message sender is an
authenticated seller. According the anonymity of I7zs, we have

IPL[(V, m, g, iy) « AXYCO; p &0, 1);
. 1
2" « RS.Sign(msk;, , m, V):A(Z*):b]lsEJrnegl(/l)

It means that .4 does not know which seller signs this message.
Therefore, we have

1
Pr[A(1%, cstr;, Spk,, o)) = i] < Nt negl(1) (3)

In the bidding protocol, the seller S; downloads the auction
result AR;. Then S; recovers the highest bid hbid;, two indexes
cadd;; and wadd;; locally. This means that .4 does not know
which seller correctly recovers the result, and therefore cannot
associate item c¢; with its seller.

In the transaction protocol, each bidder sends « ciphertexts
of the wallet keys (some are dummy ciphertexts) to the servers.
Each seller executes the PIR protocol to obtain the wallet key
that wins his/her item. According to the privacy of Ilprg, the
adversary A does not know which seller obtains which key.
Assuming that wadd;; is the query index of seller §;, we have

Pr[A(P(wadd;;)) = 1] < % + negl(4) “)
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The probability that A wins the experiment Expg (A) is the
maximum of equations 3 and 4 and it has at most negligible
advantage in Expg,(.A).

1
Advgi(A) = [Pr[Expg(A) = 1] — Nl < negl(d)

It means that the probability that A outputs a valid seller and
item pair (cstr;,i),i € [N] (S; is the owner of the item c¢;) is
no better than random guessing (i.e. 1/N). In summary, we
complete this proof. O

Lemma 6: Boreas satisfies the identity privacy of bidders.

Proof: In the bidding protocol, bidders encrypt their bid
shares and send them to the corresponding servers. Servers A
and A; permute and exchange the ciphertexts. It means that
even if the adversary A controls one auction server, it cannot
infer which bidder submitted the bid shares since it does not
know the permutation of the other server.

In the transaction protocol, each seller submits a ciphertext
of the item key to the servers. Each bidder executes the PIR
protocol to obtain the item key he/she wins. According to the
privacy of Ilp1g, the adversary A does not know which bidder
obtains which key. Assuming that cadd;; is the query index
of bidder B, we have

Pr[A(P(cadd;;)) = 1] < % + negl() (5)

The probability that A wins the experiment Expg(.A) is the
equation 5 and it has at most negligible advantage in Expg,(A).

1
Advg|(A) = [Pr[Expg,(A) = 1] - M' < negl(d)

It means that the probability that A outputs a valid bidder and
item pair (cstr;, j), j € [M] (B, is the winner of the item c;)
is no better than random guessing (i.e. 1/M). In summary, we
complete this proof. m}

Theorem 3: Boreas satisfies fully anonymous.

Proof: From Lemma 5 and Lemma 6, we know that the
advantage of the adversary A in the experiments Expg(A)
and Expg (A) is negligible. We assume that the adversary A
plays the role of the seller S; who knows a seller and item
pair (cstr;, ). In this case, we have

1
Pr{Expg (A) = 1] < — + negl(d)

and Pr[Expg/(A) = 1] < % + negl(1)

For item c;, we assume S ; is the owner and By is the winner.
The adversary A outputs a guess (cstrj, by, by) in experiment
Exppa(A). When b; = j, the value of b, can be anything,
resulting in M valid guesses. When b, = k, the value of b,
can be anything except 7, resulting in N — 1 valid guesses. By
removing the repeated result (cstr;, j, k), we have
N+M-2
WN-1)-M
It means that A wins the experiment Expga(A) is no better
than random guessing and it has at most negligible advantage
in Expga(A). The same proof holds when A plays the role of
bidder or other entity. We combine all situations and complete
this proof. m}

Pr{Expea(A) = 1] < + negl(d)
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Fig. 5. The computation time for each step of submitting an item detail under
different numbers of sellers in Boreas.

TABLE I

THE COMPARISON OF ITEM SUBMISSION PERFORMANCE BETWEEN
BOREAS AND EXISTING AUCTION SCHEMES

Number of Sellers 16 64 256 1024
Boreas’s submission

Avg. Comm. Cost (KB) 71.68 96.77 157.2 430.34
Tot. Comm. Cost (MB) 0.28 0.76 2.46 13.45
Comp. Time (s) 0.52 1.17 5.59 17.28
Direct submission in [2-4, 35]

Comm. Cost (KB) 2 2 2 2
Comp. Time (s) 0.93 0.87 1.1 0.96

VII. PERFORMANCE EVALUATION

We implement Boreas using C++ on a server with Ubuntu
20.04.6 LTS operating system, Intel Xeon Gold 5218 CPU
@2.30GHz and 32GB DDR4 RAM. We use Falafl [38] as the
ring signature scheme and OpenSSL 3.1.0 [42] to implement
the public key encryption scheme. The semi-honest two-party
private computation protocol is implemented with the sh2pc
protocol [43] in EMP toolkit [44]. We adopt the open-sourced
implementation [45] of SealPIR [46] as the PIR scheme.

A. Registration Phase

In this phase, we compare the item submission performance
between Boreas and existing auction schemes [2], [3], [4],
[35]. Compare to existing schemes where sellers submit item
details directly to the auctioneer, we use an anonymous
submission protocol to hide the seller’s identity. We evaluate
performance when the number of sellers is 2+, 26, 2% and 2.
We set the size of the item detail to 1 KB.

The experiment results are shown in Table II and Fig 5. We
take the number of sellers 28 as an example. In Boreas’s sub-
mission, the computation time is 5.59 s, where the signing time
is 2.9 s, the routing time is 1.2 s, and the verification time is
1.5 s. The communication cost is 2.46 MB and the average cost
per forwarding seller is 157.2 KB. In direct submission, the
computation time is 1.1 s and the communication cost is 2 KB.
In our solution, the seller’s item needs to be forwarded and
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submitted to the servers by O( VN) sellers, which incurs more
computational and communication overhead. But our solution
hides the seller’s identity and provides enhanced security. In
addition, this phase is independent of real-time bidding phase,
so the resulting moderate overhead is acceptable.

B. Bidding Phase

Real-time bidding is the core phase in the auction scheme.
However, there are no existing works that achieve the identity
privacy of sellers and bidders during the bidding phase. For
a comprehensive performance evaluation, we compare this
phase with an advanced scheme Ibex [3], which only achieves
seller’s privacy. Despite the limitations of this comparison,
the experimental results still demonstrate the advantages of
our solution. We set the number of bidders to 2500, 5000,
7500 and 10000 to demonstrate the capability of Boreas in
handling a large-scale auction. We compare the performance
with Ibex in four aspects including total computation time and
communication cost, and each bidder’s computation time and
communication cost. The experimental results are depicted in
Fig. 6. In particular, when the number of bidders is 2500, the
total time of Boreas is 1.96 s, while the total time of Ibex is
2.24 s, achieving a 12.6% performance improvement. Mean-
while, our solution realizes a 10° x performance improvement
in each bidder’s computation time. Our result is 61 us, while
Ibex’s result is 936 ms. Our total communication cost is 1.8
MB and each bidder’s cost is 0.5 KB, while Ibex’s results
are 442.1 MB and 271.8 KB. Our scheme realizes a 10°x
performance improvement.

The results show that, Boreas has a significant performance
improvement compared to Ibex in the real-time bidding phase.
This improvement stems from a different way that the servers
obtain secret bids from bidders. In Ibex, bidders bid on all
items and store the encrypted bids in their database. The seller
retrieves the secret bids from each bidder’s database through
the PIR protocol and submits them to the auction servers.
The bidder’s computation time increases as the number of
bidders increases. In Boreas, each bidder submits secret bids
directly to the auction server with two encryption operations.
The bidder’s computation time is independent of the number
of bidders. Our solution avoids the expensive PIR protocol,
making it more suitable for auctions with a large number
of bidders. We also enhance the flexibility of the auction, as
bidders do not need to prepare secret bids in advance for each
item.

C. Transaction Phase

In this phase, the main costs for sellers and bidders come
from executing the PIR protocol. Each seller executes the PIR
protocol once on a wallet key database of size - M to obtain a
wallet key and each bidder executes the PIR protocol « times
on the item key database of size N to obtain several item keys
they win. With a fixed number of sellers at 32 and bidders
at 256, we evaluate the computation time and communication
cost of each seller and each bidder when the predefined value
k is taken as 1, 2, 4, and 8. The experiment results are shown
in Fig 7. When the predefined value is 4, the computation
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Fig. 7. The computation time and communication cost of executing the PIR protocol for each seller and each bidder.

time and communication cost for each seller is 374 ms and 91
KB. The computation time and communication cost for each
bidder is 381 ms and 363 KB. The experimental results show
that after bidding, both sellers and bidders can quickly obtain
wallet keys and item keys with low communication costs.

VIII. RELATED WORK

We introduce the related work on privacy-preserving sealed-
bid auctions. We categorize existing works according to the
type of privacy protection: bid privacy and identity privacy.

A. Bid Privacy

In the sealed-bid auctions [52], the bid privacy requires that
a bidder’s bid remains confidential, which is the basic property.

In 1996, Franklin and Reiter [10] proposed the first privacy-
preserving sealed-bid auction scheme. In their scheme, bidders
share their bids with multiple auctioneers via secret sharing.
Following their work, many researchers [11], [12], [13], [14],
[15] used MPC techniques to distribute the trust into multiple
auctioneers. Cheng et al. [11], [12] proposed a double auc-
tion that performed operations on secret-shared data through
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additive sharing and garbled circuit. In PROST [15], the
auction results are obtained by the auctioneer and the agent
executing a secure interaction protocol. In these schemes, the
bid privacy is compromised if a certain number of auctioneers
collude with each other.

Other works [4], [21], [22], [23] introduce a trusted third
party other than the auctioneer into the auction. Montenegro et
al. [21] proposed a sealed-bid online scheme, which includes
a random server and an auctioneer. The random server needs
to honestly provide randomness to bidders. In [23], Galal and
Youssef determined the winner through a trusted execution
environment SGX. Chen et al. [4] combined the trusted
processor with smart contract on blockchain to construct a
sealed-bid auction framework. In these works, the bid privacy
relies on a trusted third party.

To prevent auctioneers from colluding with each other to
compromise the bid privacy, some researchers [16], [17],
[18], [19], [20] have proposed auction schemes to protect
bid through homomorphic techniques. Zhang et al. [16] con-
structed a HE-based bid comparison circuit that allows all
bidders to directly compute the highest bid. Blass and Ker-
schbaum [17] designed a verifiable bit comparison circuit.
Each bidder encrypts his/her bid with others’ public keys
and compares it with the received encrypted bids. In FACT
[18], each bidder partially decrypts the ciphertext of auction
result through threshold homomorphic encryption, and the
seller recovers the highest bid. However, these schemes incur
significant computational overhead.

A common problem of above works is that they ignore the
identity privacy. The seller of the item and the winner of the
auction are transparent to all participants.

B. Identity Privacy

In the sealed-bid auctions [52], the bidder’s identity privacy
requires that the winner cannot be associated with a specific
participant, and the seller’s identity privacy requires that items
cannot be linked with a specific participant.

In terms of bidder, Chang and Chang [29], [30] proposed
an enhanced anonymous auction with freewheeling bids. Fol-
lowing their works, Jiang et al. [47] proposed an improved
scheme that resist man-in-the-middle attack. These schemes
ensure the anonymity for bidders but rely on a certification
authority. Li et al. [48] used zero-knowledge proof to ensure
that no one can identify any bidder from the bids. In essence,
their method is a commitment scheme where the winner needs
to publish his/her bid. Additionally, these schemes [29], [30],
[47], [48] only focus on computing the highest bid and do not
involve a seller.

The schemes proposed by Xiong et al. [49], [50] achieve the
non-repudiation of bidders while preserving their anonymity
through ring signatures and encrypted key chains. Similarly,
recent works [26], [27], [28] used the ring signature on the
blockchain to hide bidder’s interest but reveal the winner’s
identity. Their overhead scales linearly with the number of
bidders.

In other works, Huang et.al [51] introduced a trusted agent
in auction to perform a secret permutation to anonymize bid-
ders. MaskAuct [31] presented a blocklistable group signature
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to achieve bidder anonymity. Their blocklist mechanism can
prevent specific bidders from winning the auction. The above
schemes do not hide the relationship between sellers and items.
All participants know which item belongs to which seller. This
oversight becomes an issue in auctions where the items involve
sensitive information about the seller.

In terms of seller, Shi [36] proposed an auction scheme
in which sellers utilized private set intersection to determine
the auction results. However, bidders can only bid within
a given set of prices. In SEAL [35], Bag et.al provided a
decentralize auction scheme via an anonymous veto protocol.
Each bidder publishes the zero-knowledge proofs for the
bits of bid and securely computes the logical-OR of binary
inputs. This type of scheme [32], [33], [34] do not involve an
auctioneer and is self-resolved by bidders. Since the results
are publicly verifiable, sellers can confirm the results locally
without revealing their identity. The computation works are
all done by the bidders themselves, since the bidders need to
have high computing power. Meanwhile, sellers can obtain the
winner’s identity.

Zhong et al. [3] proposed an oblivious bidding scheme to
prevent bidders from knowing the seller to which the item
belongs. The sellers secretly retrieve bids for their items from
bidders’ databases through the PIR protocol. Due to the high
overhead of PIR, their scheme is not suitable for large-scale
auction, and it lacks flexibility because bidder is required to
bid on all items in advance. In Addax [2], they proposed the
ad exchange, that hide seller’s identity in a group and bidders
bid on the group identifiers. Their schemes make sellers and
bidders unaware of each other’s identities, but the auctioneer
in the middle can obtain the identities of both parties.

As shown in Table III, we compare the computational and
communication overhead of Boreas with existing works that
achieve at least partial identity privacy. These schemes only
focus on the privacy in the bidding phase. If we consider the
complete auction process, sellers usually submit items directly
to the auctioneer in existing works. The seller and the winner
usually directly exchange items and payment. This only incurs
O(1) computational and communication overhead. In contrast,
each seller incurs O( \/ZV) computational and communication
overhead when submitting an item in Boreas. Each seller needs
to execute the PIR protocol once, and each bidder needs to
execute the protocol « times during the transaction phase.

IX. DISCUSSION

Integration into online auction platforms. A practical
idea is how to integrate Boreas into online auction platforms
such as eBay, Sotheby’s, etc. We discuss the deployment
requirements for each phase separately. In the registration
phase, the seller’s identity is essentially hidden in a group
of sellers. The platform needs to determine the number of
sellers in a group, and sellers join an unfilled group to submit
items. In the bidding phase, the platform controls at most one
auction server, since our scheme is based on the assumption
of two non-colluding servers. To do this, we need to introduce
a semi-honest third party as another auction server. In the
transaction phase, the platform serves as the PIR server, and
sellers and bidders act as PIR clients. For blockchain-based
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TABLE III

THE COMPARISON OF COMPUTATIONAL AND COMMUNICATION OVERHEADS OF EXISTING SCHEMES AND BOREAS.WE USE BID, ID(S), AND
ID(B) TO DENOTE THE BID PRIVACY, THE IDENTITY PRIVACY OF SELLER, AND THE IDENTITY PRIVACY OF BIDDER RESPECTIVELY.WE
MEASURE THE OVERHEAD BY THE COSTLIEST OPERATION IN THESE SCHEMES.TAKE O(1)[E AS AN EXAMPLE, E REPRESENTS THE
COSTLIEST OPERATION, AND O(1) REPRESENTS THE NUMBER OF THE OPERATION.SPECIFICALLY, E REPRESENTS PUBLIC KEY
ENCRYPTION, ZK REPRESENTS ZERO-KNOWLEDGE PROOF, RS REPRESENTS RING SIGNATURE, C REPRESENTS COMMIT-

MENT, HE REPRESENTS THE HOMOMORPHIC ENCRYPTION, H REPRESENTS HASH FUNCTION, SS REPRESENTS THE
PRIVATE INFORMATION RETRIEVAL, AND P REPRESENTS THE PRIVATE INFORMATION RETRIEVAL.IN TERMS
OF PARAMETERS, M REPRESENTS THE NUMBER OF BIDDERS, ¢ REPRESENTS THE BIT LENGTH OF THE
HIGHEST BID, AND ¢ IS THE DEADLINE.SYMBOL “-” INDICATES THAT THE ENTITY IS NOT PRESENT IN THE
ScHEME.SYMBOL “@” INDICATES THAT THE PRIVACY Is ACHIEVED, AND SYMBOL @~ INDICATES THAT
THE PRIVACY Is NOT ACHIEVED.SYMBOL “O” INDICATES THAT ONLY PART OF THIS PRIVACY IS ACHIEVED

Scheme Computation cost Communication cost Privacy
Seller Bidder Auctioneer Seller Bidder Auctioneer Bid ID(S) ID(B)
[29, 30, 47] - O(1)|E O(M)|E — O(1)|E O(M)|E ® - O
[48] - O(1)|E+ zZK O(M)|E - O(1)|[E+zK O(M)|E+ ZK ® — ©
[49, 50] 0 O(1)|zZK+RS  O(M)|ZK+RS o(1) O(1)|ZK+RS  O(M)|ZK+RS @ ©
[26-28] 0 O(1)|rS + O(M)|RS + o(1) O(1)|RS + O(M)|Rs + ® ©) ()
C+E C+E C+E C+E

[51] 0 O(1)E O(M)|E O(1) O(1)|E O(M)|E [ ] ©) ()]
[31] O(1)|HE O(1)|HE O(logM)|[HE O(1)|HE O(1)|HE O(M)[HE ® O ®
[36] O(tM)|H O(t)[HE+H — O(tM)HE+H O(t)HE +H — ® ® ©
135] O(cM)|ZK+C  O(c)|ZK+C - O(cM)|ZK+C  O(c)|zK+C - ° ° ©
[32, 33] o(M)lc O(2¢9)|ss - O(M)|c 0(2°)|ss — [ ] [ ] ()
[3] O(M)IE o(1)|p O(M)|E O(M)|E o(1)|p O(M)|E [ ] O (]
[2] 0 O(1)|E O(M)|E o(1) O(1)|E O(M)|E [ ] ©

Boreas O(1)E O(1)|E O(M)|E O(1)E O(1)E O(M)|E [ ] [ ]

auction, the seller’s item detail and item key and the bidder’s
wallet key are stored on the blockchain. The auction servers
can be implemented by smart contracts.

In the real-world deployment, we focus on the hardware
requirements of the auction servers. Since the servers need to
handle a large number of requests from sellers and bidders, we
use multi-core processors (such as Intel Xeon or AMD EPYC)
and more than 32GB of RAM to achieve high concurrent
processing. The server’s storage needs to be above 500GB and
the network bandwidth needs to be above 1GBps to ensure low
latency. The major bottleneck in deployment is the assumption
that the two servers do not collude. In addition, since the time
required for sellers to submit item details increases with the
size of the seller group, we only choose a smaller number of
sellers per group for seller devices with less computing power.

Malicious adversary. The security of Boreas is proved
under the semi-honest adversary model. We can extend our
scheme to malicious adversary model through cryptographic
primitives such as commitment [53], zero-knowledge proof
[54], [55], etc. A malicious adversary can violate the correct
execution of the protocol, such as refusing to pay or using
malicious bids to disrupt the auction. We require the bidder to
generate a key commitment and share the open value with two

servers in advance. In the bidding phase, the bidder generates
two zero-knowledge proofs: (1) a proof that his/her wallet key
has been submitted to the servers, and (2) a proof that his/her
wallet key is sufficient to pay the secret bid. This method
eliminates the risk of the malicious bidder refusing to pay or
overbidding. The seller also generates a key commitment and
a zero-knowledge proof to prove that the commitment contains
the item key for the submitted item. For malicious servers, we
can make the auction results publicly verifiable through fully
homomorphic encryption [56], [57].

X. CONCLUSION

In this paper, we propose the first sealed-bid auction scheme
Boreas that both achieves bid privacy and identity privacy. In
this scheme, the seller and the winner can exchange payment
and item while completely hiding their identities. Bidders’ bids
are also kept secret from others (except the seller knows the
highest bid). We propose three fundamental privacy-preserving
protocols as the building blocks. Additionally, we define the
security goal of identity privacy and formalize a new security
property called fully anonymous within the auction framework.
We provide formal security proofs showing that all protocols in
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Boreas are secure under the semi-honest adversary model. Our
extensive experiments show that Boreas achieves significantly
better performance than existing schemes, while achieving
enhanced security guarantee.
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