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Abstract: Adversarial patch attacks in the physical world have gained a lot of attention in recent years due to their
safety implications. Existing work has mostly focused on generating adversarial patches that can attack certain models in
the physical world, but the resulting patterns are often unnatural and easy to identify. To tackle this problem, we propose a
guided diffusion-based approach to natural adversarial patch generation. Specifically, we construct a predictor for attack
success rate (ASR) prediction by parsing the output of the target detector, such that the reverse process of a pre-trained diffu-
sion model can be guided by the gradient of the classifier to generate adversarial patches with improved naturalness and
high ASR. We conduct extensive experiments in both the digital and the physical worlds to evaluate the attack effective-
ness against various object detection models, as well as the naturalness of generated patches. The experimental results show
that by combining the ASR predictor with a pre-trained diffusion model, our method is able to produce more natural adver-
sarial patches than the state-of-art approaches while remaining highly effective.
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